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Abstract—User authentication at Wi-Fi Access Points (APs) is
becoming an important issue. Wi-Fi APs are indeed ubiquitous,
but existing authentication methods such as WPA/WPA2 static
pre-shared secret key (PSK), or 802.1X-based online authentica-
tion services (e.g., RADIUS servers/proxies) have their theoretical
or practical limitations. In a previous work, we proposed WI-
FAB, a new authentication mechanism which neither requires
online backend access control infrastructure, nor relies on a
static pre-shared secret key. In this paper, we extend WI-FAB
by removing the need for having a central authority for user
authentication and credential issuing. Our main contribution
is twofold: (i) adopting decentralized multi-authority CP-ABE,
we support the users who have authentication/authorization
credentials from multiple authorities. We decouple the user
credentials issuing from the management of the WPA2-PSK, so
that neither the credential issuing authority can track the users,
nor the AP can access the real identity of the users. Considering
an extensive attack model, we show that the proposed approach
is secure and preserves the privacy of the users. (ii) We provide
a real-world implementation of the proposed approach on off-
the-shelf embedded hardware to demonstrate its feasibility and
efficiency.

Index Terms—WLAN Access Control, Attribute-Based Access
Control, Multi-Authority Attribute-Based Encryption, Embedded
Device.

I. INTRODUCTION

During the last decade, the number of Internet users

has increased significantly, which, reported by International

Telecommunication Union (ITU), was more than 46% of the

world population by the end of 2016 [1]. This is due to the

ever increasing number of mobile devices and connections,

which will grow to 11.6 billion by 2021, reported by Cisco [2].

However, due to the limitation of the existing cellular network

(i.e., 3G, 4G, LTE), Cisco predicts the increase from 60% in

2016 to 63% by 2021 in offloading from the mobile data onto

the fixed network through Wi-Fi or femtocell [2].

At the same time, providing a secure, privacy preserving,

and straightforward method for authenticating the users willing

to access a Wi-Fi network is challenging. This issue applies

to both open and protected Wireless Local Area Networks

(WLANs). In the former case, the user usually needs to register

on a splash page in real-time, and after being authenticated

he will receive the credentials to connect to the Internet. In

such a scenario, service providers basically use an 802.1X-

based authentication service leveraging a backend online in-

frastructure. This authentication method not only requires an

online infrastructure, which is not always available, but also

reveals sensitive information of the users, e.g., their identity

or mobility patterns, to the credential issuing authority and

the untrusted (or honest-but-curious) access points (APs) [3].

In case of protected WLANs, the user needs credentials, i.e.,

WPA/WPA2 pre-shared secret keys (PSKs) [4], to connect

to the Wi-Fi. These credentials can be obtained offline or

through another channel, which introduces several challenges

(i.e., how to remember the password or how to keep it safe)

and attacks [5], [6].

We believe that, in order to address the privacy and flex-

ibility issues of traditional user authentication methods in

WLAN, a desirable solution should satisfy the following

requirements: 1) it should be easy for the admin of the network

to configure the AP in such a way that the decision on who

can access the Wi-Fi can be taken on the fly, by defining real-

time access policies; and 2) it should be easy to refresh the

WPA2-PSK in order to protect WLANs against unauthorized

access (i.e., eliminating the need for updating all the users’

credentials). In a previous work, we proposed WI-FAB [7],

an attribute-based WLAN access control mechanism, without

pre-shared keys and backend infrastructures. In WI-FAB, we

satisfied the mentioned requirements by encrypting the WPA2-

PSK that is used to secure the Wi-Fi connection adopting

Ciphertext-Policy Attribute-Based Encryption (CP-ABE) [8].

We enforced an access policy on the encrypted secret key

based on the necessary attributes of the users who will be

considered authorized to access the Wi-Fi. In WI-FAB [7],

we left as future work the scenario in which the defined

policy on the encrypted PSK is written over attributes that are

related to different authorities/domains. In particular, scenarios

in which the users who would like to connect to the Wi-Fi

AP are issued credentials from different authorities/domains.

There are several real-world applications for such a situation,

such as departments of a university that would like to take

control of their students/staffs independently, city Wi-Fi, or

a building equipped with a central Wi-Fi AP composed of

several different independent companies/offices.

In this paper, we adopt decentralized multi-authority

ABE [9] and extend WI-FAB [7], while we inherit the main

advantages of WI-FAB. We encrypt the WPA2-PSK specifying

an access policy of attributes from multiple-authorities. We

then divide the encrypted PSK into several chunks, insert

each chunk in the WLAN beacons and broadcast them in

the network. Upon receiving the beacons, a user who wishes

to connect to the AP should merge the received chunks and

reconstruct the encrypted PSK. If and only if a subset of the



user’s attributes, which are associated to his secret key, satisfy

the policy associated to the ciphertext, he would be able to

decrypt and retrieve the PSK.

Running example: Before introducing the key contribu-

tions of the paper, we present a running example, which we

will use throughout the paper. Let us consider a university

of n departments, e.g., Engineering, Economics, Medicine,

History, and so on. Moreover, assume the university campus

is equipped with a central Wi-Fi AP. In order to provide Wi-

Fi access credentials for the users (i.e., students or staffs)

in the campus, in a normal scenario there are two options.

First, the users should receive a WPA2 secret from the central

authority (CA) of the campus. Second, the campus can use

an online backend infrastructure to authenticate the users. In

such a scenario, users should receive credentials bound to their

identity from the CA of the university. This way, i) users

privacy is threatened, i.e., after every access to the Wi-Fi the

credential issuing authority can track the users; and ii) there

is a need for online authentication infrastructure.

This paper provides the following main contributions:

1) Adopting decentralized multi-authority CP-ABE [9] we

support users having authorization credentials from dif-

ferent authorities;

2) Considering an extensive attack model we show that the

proposed approach is secure and preserves the privacy

of the users;

3) We provide a real-world implementation of our proposal

on consumer-grade embedded hardware and demonstrate

its feasibility through experimental results in a real

testbed.

II. BACKGROUND AND RELATED WORK

In this section we provide background knowledge on the

concepts that we use in our proposed approach, along with

a review of the most related work to our proposal in each

subsection.

A. Attribute-Based Access Control and Encryption

Attribute-based access control (ABAC) [10], [11] is a flexi-

ble access control method in which the acceptance or rejection

decision for accessing a data/resource is made based on the

attributes of the requester. ABAC is indeed efficient in terms

of communication overhead between the requester and the

resource owner. This is due to the fact that the two parties do

not need to agree on a pre-shared key to access the resource.

A common tool that is usually used to provide ABAC is

Attribute-Based Encryption, which we explain below.

1) Attribute-Based Encryption: Attribute-Based Encryption

(ABE) [12], is a public key encryption scheme, which enables

the data owner to specify fine-grained access policies on

the encrypted data. The access policy on the ciphertext is

based on descriptive attributes (such as gender, or occupation).

Two main forms of ABE are Key-Policy Attribute-Based

Encryption (KP-ABE) [13], and Ciphertext-Policy Attribute-

Based Encryption (CP-ABE) [8]. In the KP-ABE scheme,

private keys of the users are associated with the access policies,

and a set of attributes is specified on the ciphertext. While in

CP-ABE, the access policy is associated to the ciphertext, and

private keys of the users are bound to a set of attributes that

describes the user. A user is able to decrypt a ciphertext, if

a subset of his attributes satisfies the access policy specified

on the ciphertext. Due to the characteristics of ABE, several

researchers have concentrated on ABE and proposed either

new variations of ABE (to mention a few [9], [14], [15]),

or new applications and performance evaluation of ABE (to

mention a few [16]–[18]).

2) Multi-Authority ABE: One important shortcoming of the

first ABE schemes and most of their extensions is that the

users’ private key issuing is performed by a central trusted

authority who should take care of authenticating the users and

validating their attributes. Therefore, these schemes are not

scalable for several different (distributed) domains in which

the users might need to have different credentials reflecting

their disjoint attributes (e.g., for their education, occupation,

and so on). In order to address this issue, several researchers

proposed multi-authority ABE to support private keys issued

from different authorities having a hierarchical distribution,

such as [19], [20]. In 2011, Lewko and Waters introduced

a decentralized multi-authority ABE [9] scheme in which

different authorities do not need to be aware of others, neither

rely on a trusted central authority. Hence, there is no global

coordination between the authorities other than a setup phase

for generation of an initial set of global reference parameters

(GP ). This enables any party to serve as an authority and issue

its public key along with a set of private keys for different

users reflecting their attributes.

In our proposed approach, we take advantage of multi-

authority CP-ABE [9]1 in order to provide more flexibility

in attribute selection and access policy definition, as well as

removing the necessity of having a central trusted authority.

In multi-authority CP-ABE [9] a data owner can define any

access policy, composed of any chosen subset of attributes

issued by any subset of authorities, over his encrypted data

(refer to Figure 1, and for the notations refer to Table I). A

user will be able to decrypt the encrypted data if and only

if a subset of attributes associated to his private key, issued

by any authority, satisfies the access policy on the ciphertext.

As depicted in Figure 1, the users U2 (having attributes from

authority A2) and U3 (having attributes from both authorities

A1 and A2) are able to access and decrypt the data. While

user U1 is not able to satisfy the policy and decrypt the data.

In the following, we explain five main algorithms of multi-

authority CP-ABE as explained in [9]. Let us consider a

set of authorities A = {A1,A2, ...} each of which having

a pair of public key, PKAj
, and secret key, SKAj

, where

j = {1, 2, ...}. Hence, there is a set of public keys, SPK =

{PKAj
}j={1,2,...}, in the system.

1While we are aware of the other more recent multi-authority CP-ABE
schemes, such as [21], our main goal here is to show the effectiveness of
using multi-authority ABE in anonymous user authentication in WLAN, no
matter which of the existing multi-authority ABE schemes is used.





A. System Model

In our model we consider a network consisting of the

following entities: (1) A Wi-Fi access point (AP) which is

protected with a WPA2 pre-shared secret key (PSK); (2) A

set of users U = {U1, U2, ...}, who intend to connect the Wi-

Fi AP; (3) a set of authorities, A = {A1,A2, ...}, who provide

the users with a secret key reflecting their attributes.

We assume that each user is holding a unique global

identifier, GID, which could be the social security number

of the user (consistent with [9], [19]). Each user Uj , for an

attribute γi, receives a secret key Kγi,Uj
associated to his

〈GID, attribute〉 pair from the related authority. We also

assume that each user can receive secret keys from multiple

authorities for several attributes (see Figure 1).

Consistent with [9], in our system any entity (e.g., a building

manager, a university or a single department in a university,

a city municipality, etc) can become an authority and issue

private keys to the users under its domain. We assume that

there is no global coordination between these authorities, and

they might not even know each other. Each authority can take

care of several attributes, and in some special cases, several

authorities can take care of the same attribute. Considering

our running example (explained in Section I), the “Student”

attribute is the same in all the departments of a university, and

so each department needs to assign secret keys for the “Stu-

dent” attribute to its own students. In order to do so, similar

to [9], we consider each attribute to be a string composed of:

corresponding authority’s public key and the attribute name.

For example, for the engineering department, e.g., A1, and

medicine department, e.g., A2, the “Student” attribute will be

Student.PKA1
, and Student.PKA2

, respectively.

We assume that distributed multi-authority CP-ABE algo-

rithms [9] (explained in Section II-A2) are available in the

system to be used by the authorities, AP and users.

B. Adversary Model

In this section we explain our considered adversary model,

based on which we will provide security analysis in Sec-

tion IV-A. In this work, we consider two types of attacker:

a passive attacker, and an active attacker. A passive attacker

can be one of the following entities:

(i) An external eavesdropper, who aims at accessing the Wi-

Fi network by eavesdropping the channel and trying to

obtain the PSK used to protect the Wi-Fi;

(ii) An honest but curious access point, who honestly follows

the protocol and provides the users with the encrypted

version of the PSK, specifying a valid access policy

over the attributes; while, it is curious in identifying the

users and violating their privacy, e.g., mapping the users’

credentials to their identities;

(iii) An honest but curious credential issuing authority, who

honestly follows the protocol and provides the users

with the secret key reflecting their attributes; while, it is

curious in violating users privacy, e.g., tracking the users;

(iv) An internal eavesdropper, who is a user successfully

satisfied the access policy on the PSK and connected

to the AP. This attacker aims at violating other users’

privacy by eavesdropping the traffic between a connected

user and the AP.

An active attacker can be one of the following entities:

(i) A set of colluding users on the attributes, who do not

satisfy the access policy enforced on the ciphertext and

try to merge their attributes to obtain the PSK;

(ii) A set of colluding users on the PSK, where one user in

the set has successfully satisfied the access control on the

ciphertext and obtained the PSK. This user aims to share

the PSK with unauthorized users. This attack is actually

a well-known attack, so-called Alice and Bob Collusion

attack (ABC) [27];

(iii) An external DoS attacker, who is able to perform two

types of attack, both resulting in Denial of Service (DoS)

to the users. The first attack is expired beacon replay

attack. We consider this attack since in our proposed

approach the AP can change the PSK periodically (or

after each successful connection, or based on a specific

event), and broadcast the new encrypted PSK, inside the

beacons, to the users (the whole procedure is explained in

Section IV). Hence, if an attacker replays the old expired

beacons (i.e., the beacons that contain an old PSK), a user

who receives and rebuilds such beacons cannot retrieve

the new PSK and cannot access the AP. In the second

attack, the attacker’s goal is to prevent the legitimate

users from connecting to the Wi-Fi. This attack applies

to the scenarios in which the AP refreshes the PSK after

each successful user connection. Taking advantage of

this feature, a malicious user whose attributes satisfy the

access policy repeatedly decrypts the PSK and connects

to the AP. By doing so, the attacker repeatedly triggers

a PSK refresh command at the AP, which leads to

preventing the other users to successfully receive the PSK

and access the AP.

(iv) An external brute-force attacker, who does not satisfy the

access policy enforced on the ciphertext and performs a

brute-force attack to obtain the PSK;

(v) A revoked user, whose attribute-based secret key is re-

voked, but she is trying to decrypt the PSK and access

the Wi-Fi. The revocation of the key could be due to

the expiration of his attributes (e.g., a graduate student

is not supposed to have a secret key for the “Student”

attribute) or misbehavior of the user (e.g., the user leaked

the attribute’s key).

IV. PROPOSED APPROACH

We now present our multi-authority attribute-based access

control approach for WLANs in two parts: (1) the AP side

procedure, and (2) the user side procedure. In Figure 2, we

provide an example scenario of our proposal. In this figure,

we consider three users (borrowed from Figure 1) who intend

to access the Wi-Fi AP, each of which is assigned attribute-

based secret keys from one or more authorities as explained

in Section II.





and the issuing authority is not involved in the user

authorization procedure at the AP.

(iv) Internal eavesdropper: the proposed approach is secure

against such an attacker and does not violate the privacy

of other connected users. This is due to the fact that each

user who can satisfy the access policy is only able to

retrieve the PSK key which is used to connect to the

AP. While further communication between the AP and

the users is encrypted using a session key, Ks, which is

unique per user.

b) Active attacker: In the following, we discuss the

security of our proposal against considered active attackers:

(i) Set of colluding users on the attributes: relying on

the multi-authority CP-ABE scheme [9], our proposed

approach is secure against collusion attack. This is due

to the usage of the users’ global identity (GID), which

binds the user’s attributes to that specific user. In partic-

ular, in multi-authority CP-ABE, the encryptor blinds the

message with some shares of a secret, and the decryptor

can recover the blinding factor if and only if a set of

keys associated to his 〈GID, attribute〉 pair satisfies the

policy. Since two colluding user will have different GID,

they can neither recover the blinding factor, nor decrypt

the message. For more details please refer to [9].

(ii) Set of colluding users on the PSK: this attack does not

only relate to our protocol or Wi-Fi access control, but it

also applies to any other kind of password-based access

control on any data/resource. In particular, in any secured

system with a password, there could be a user who

successfully passes the authentication checks, obtains the

key, and shares the key with other colluding users. Our

approach is not safe against such an attacker.

(iii) External DoS attacker: in our proposed scheme, similar to

all the other Wi-Fi access control schemes, DoS on the

users is unavoidable. Considering both attack scenarios

(i.e., message replay and key refresh triggering attacks),

refreshing the PSK could be done either after every single

connection or periodically (even due to a specific event).

Actually, in our proposed method, the admin of the AP

can perform a trade-off between the connection delay and

security by adjusting the suitable time to refresh the PSK.

Moreover, going back to the second attacker (i.e., in the

key refresh triggering attack), all the users (legitimate or

attacker) have more or less the same probability of getting

the beacons and decrypting the key.

(iv) An external brute-force attacker: in order to protect the

system against such an attacker, we propose to generate

a random key, of the maximum size allowed by WPA2,

and change it either after each user connection, or peri-

odically. This makes it difficult for an attacker to guess

the key, assuming the usage of a secure Random Number

Generator (RNG) algorithm in the system.

(v) A revoked user: Our proposed method does not actually

address this issue, since the hardness of denying access

of a revoked user relies on the difficulty of revoking a

user in an ABE-based system (i.e., revoking the attributes

associated to that user as proposed in [30]). Such an

attribute revocation approach is neither practical nor

scalable, since it requires an authority to periodically

broadcast a key update information so that only the non-

revoked users can update their keys and continue to

decrypt messages.

V. IMPLEMENTATION AND RESULTS

Our implementation is targeted, on the access point side, at

running on low-end routers equipped with operating systems

for embedded devices such as OpenWrt (a Linux-based distri-

bution for routers) or LEDE (an active fork of OpenWrt) [31].

One of the main contributions of this paper is the successful

port of the Python Charm framework [32] (together with the

GMP and PBC libraries) to the MIPS architecture. We provide

openly available package feeds for the firmware build systems

of LEDE and OpenWrt2.

Our implementation of the proposed approach did not

require modifications to the OS kernel: the current Linux

mac80211 architecture already exposes the needed APIs

(nl80211) to the user space. These APIs are employed

on Linux-based operating systems by tools such as

wpa supplicant (station side) and hostapd (access point side).

We instead changed slightly (a 1-line patch) the wpad-mini

daemon (a stripped down version of hostapd [33], included by

default in LEDE and OpenWrt) to avoid disconnecting the sta-

tions when reloading the configuration file. Indeed, wpad-mini

can be instructed, through a HUP signal, to re-read at run-time

its configuration file. Moreover the configuration of wpad-mini

may include a parameter named vendor_elements which

allows to specify, through a hexadecimal string, the content of

the vendor specific information elements of the IEEE 802.11

beacons [28]. We actively make use of these features of wpad-

mini to update the information in the beacons at run-time.

To this aim we have developed a Python user-space daemon

which runs also on the access point and controls the operation

of wpad-mini. This daemon requires the CP-ABE public

parameters and an attribute-based access policy for the WLAN

in order to perform the following operations: (i) generates

a random WPA2 secret, encrypts it with CP-ABE using the

provided policy and serializes the ciphertext. This operation

is performed both for single-authority CP-ABE and multi-

authority CP-ABE using the Charm framework; (ii) divides

the ciphertext into droplets (see Section IV); (iii) cycling

through the chunks: the chunk is converted into a hexadecimal

string. This string is used to update the vendor_elements

parameter of the wpad-mini configuration file. A HUP signal

is sent to the running wpad-mini to instruct it to re-read its

configuration; (iv) depending on the settings, the above steps

are repeated either when a station associates to the access point

or at regular intervals.

2 https://github.com/netgroup/wifab-openwrt





central authority, nor on an online backend infrastructure; (ii) it

preserves the privacy of the users by authenticating them based

on their profile attributes, not their identity; (iii) it addresses

the PSK refreshing issue of the traditional WLAN access

control systems. Considering an extensive attack model, we

discussed and proved the security of our proposal. Moreover,

our real-world experiments demonstrate the feasibility of our

approach using off-the-shelf low-end embedded hardware,

without requiring major (i.e., kernel-space) firmware modifica-

tions. Our results show that the overhead added by the chunk

collection and key decryption phase is of the same magnitude

of the time required for standard WLAN association.

The main challenges of our proposed scheme, which we

leave as future work are: 1) the scalability of the system, and

2) the revocation of the users. The challenge of scalability

comes from the fact that the same attribute (e.g., “student”)

issued by different authorities (e.g., A1 and A2) is treated as

different attributes (i.e., A1.student, A2.student), which is not

desirable in large scale scenarios. Actually, we anticipate that

this issue could be mitigated by supporting the aggregation

of such attributes. Considering the user revocation challenge,

different from other use cases of ABE (e.g., access control

on the encrypted data, in which the data owner does not have

control over the encrypted data after publishing it), in WLAN

scenario a backend infrastructure is in place. Therefore, a

possible promising solution for user revocation could be two-

phase authorization system: in the first phase, adopting our

proposed approach, the user who satisfies the access policy

connects to the Wi-Fi infrastructure. In the second phase, the

user needs to prove that his privileges have not been revoked,

for which we could adopt Certificate Revocation List (CRL)

in the system, along with anonymous credential systems such

as Idemix [25] or U-Prove [26].
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