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• Our perception of safety and security is not commensurate with the 
level of threat 

• Humans tend to underestimate threats they are not familiar with
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Complacency about authentication security

Flight security in the 60s
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Insecure
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Password reuse
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Horror stories
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For example, create a phrase like “I hope Juventus will 
win the Champions League in 2017\”. Then, take the 
initials of each word and all numbers and symbols to 
create your password. So, that phrase would result in 
this: IhJwwtCLi2017\

You can make it even more secure by adding a random 
symbol every one to four words, for example:
Ih#Jw#wt#CL#i2017#\

• A secure password (hard to be guessed via offline 
dictionary attack) should be 15 random characters long

• It should not contain full words

• It should not be reused across accounts
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If secure, then it is not user-friendly
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• Password managers?   A single point of failure

• Cryptographic protocols? Hard to do key management. What about  failure recovery?

• This is why we need Device-centric Authentication via centralized Identity Consolidation 
component and Behavioral Authentication
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Something you know -> something you have and you are
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• Funded by the EU under H2020

• Call Identifier: H2020-DS2-2014-1 
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ReCRED Consortium 
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• To promote the user’s personal mobile device to the role of a unified 
authentication and authorization proxy towards the digital world.
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ReCRED’s goal

Problems 

addressed by 

ReCRED
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• User to Device & Device to Service.
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Device-centric Authentication
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• FIDO (Fast IDentity Online)

‒ Standardized protocols for password-less authentication
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Employed technologies - FIDO 
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• OpenID Connect (Single Sign On)

‒ Online services authenticate their 

users by employing Google,

Microsoft, PayPal, accounts

‒ Mobile Connect (Mobile operators 

as ID providers)

• OAuth 2.0  (Open standard for 
Authorization) 

‒ Issues and uses access tokens to be 

used for authorization
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Employed technologies – OpenID Connect 
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FIDO + OpenID Connect

Identity Provider

Biometrics, PIN, ... Challenge/Response

Identity Consolidator

Service Providers

FIDO Authentication
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FIDO + OpenID Connect (2)

Identity Provider

Single Sign On

Identity Consolidator

Service Providers

Federated identities with 

OpenID Connect/OAUTH 2.0

Single Sign On

Single Sign On

Cyberdefense Day, Cyprus, June 2017



H2020 – Grant Agreement no. 653417

• Trusted Execution Environment (TEE) 

‒ A secure area of the main processor of a smart phone that provides secure 
storage and cryptographic functions
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Employed technologies – Trusted execution 
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• ID Consolidation and Management

‒ Profile Management

‒ Credential Management

‒ Real-to-online identity mapping
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Identity Consolidator
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• Privacy-preserving Attribute-based Access Control 
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Attribute-based Access Control

Account-less access 

through verified identity 

attributes (e.g., Age, 

Location, etc.)  

Issue cryptographic 

anonymous  credentials 

Cyberdefense Day, Cyprus, June 2017



H2020 – Grant Agreement no. 653417

Behavioral Authentication Authorities

• Provides multi-factor device-to-service 
authentication based on the user’s 
behavioral biometrics

• Extends the definition of biometric with 
mobility and traffic patterns

• Acts as an ID provider verifying that the user 
continues to behave as she has normally 
done in the past
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• Standardized and secure authentication using FIDO

• Multifactor & easy to use password-less authentication

‒ Biometrics and behavioral authentication

• Single Sign On (SSO) with federated identities

• Enhanced security & privacy by employing the crypto functions and 

secure storage of TEE

• Privacy of online identities using anonymous credentials

‒ Unlinkability & untraceability

‒ Attribute-based Access Control
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ReCRED’s Innovation 
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• It anchors all access control needs to mobile devices that users 

habitually use and carry

• It is aligned with current technological trends and capabilities.

• It offers a unifying access control framework

‒ On-line authentication and authorization

‒ Using off-the-self mobile devices

• It is attainable and feasible to implement in the existing products
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ReCRED’s Innovation 
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Business Cases

Support to financial services Campus Wi-Fi and Campus-restricted Web Services

Age Verification Student Authentication

and Offers
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• Compliance with EU Directives and Regulation

‒ 95/46/EC

‒ 2002/58/EC

‒ 2006/24/EC

‒ GDPR/2016/EC

• Assessment of data privacy and security of ReCRED architecture

• Described process of 

‒ Code Review

‒ Penetration Testing
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Security and privacy assessment
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Campus Wi-Fi and Web Services Pilot

• First integrated system

• Started recruiting students from university and 

library

• Students can access Web Services

‒ Device-centric Authentication

‒ Password-less experience

‒ Fine-grained control of identity attributes to be 

revealed (ABAC)

• FIDO + OpenID Connect Integration
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ReCRED’s pilots 

Pilot 1: Device-centric 

campus WiFi and web 

services access control 

Pilot 2: Student 

authentication and 

offers

Pilot 3: Attribute-

based age verification 

online gateway

Pilot 4: Financial 

services – microloan 

origination 
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Google Trust API (ex Abacus)

• Multi-Modal Continuous Authentication System

• Captured attributes

‒ Typing patterns

‒ Browsing habits

‒ Location

‒ Face recognition

‒ Walking habits

‒ Speech recognition

‒ Touch dynamics

• Calculates trust score according to captured attributes
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• Behavioral profiles are stored on BAA

‒ Innovative architectural component

• Behavioral attributes are either captured by the user’s device or 
directly by the BAA

• Account-wide lockdown and device-wide lockdown
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ReCRED vs Google Trust API
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Thank you

Dr. Michael Sirivianos

Electrical Engineering, Computer Engineering 

and Informatics
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• Definition of the ReCRED architecture
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Reference Architecture
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The problems with the password paradigm
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Reference Architecture
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