
Constantinos Patsakis

University of Piraeus, Greece

OPERANDO
Online Privacy Enforcement, Rights Assurance & Optimization

H2020 Project Clustering Workshop



OPERANDO

• Funded under the Horizon 2020 Programme (H2020), as part of the 
DS-01-2014 - Privacy call (GA no. 653704)

• We implement and validate an innovative privacy enforcement 
framework that will enable: Privacy as a Service

• The project is Open Source available in Github



Consortium



GDPR

• On 27 April 2016, the EU adopted new rules for the protection of 
personal data, via the General Data Protection Regulation (GDPR). 
The GDPR will become applicable on 25 May 2018, and its impact will 
be felt in many areas in the next few years that service providers will 
have to integrate it in their services.

• Will everyone do it?

• What happens till then?

• What happens with non-conforming services?



Main concept of the project 

• Ground truth: Users do not have control of their private data.

• They consume numerous services, sharing their private data with 
many entities many of which they do not know.

• Users do not have control of who accesses their private data, when, 
which data and why.

• Users are not able to revoke their consent.

• Common users do not have the knowledge and means to enforce 
their privacy preferences.

• Note that the project was submitted before GDPR.



The OPERANDO approach

• “One size fits all” doesn’t actually work

• The project is split in G2C and B2C approaches to cater for the 
different needs.

• The research part of the project has several contributions that many 
of you are already using.



The G2C case



Current status

• Users browse the Internet sharing a lot of private information, 
without knowing what they share, when or being able to filter it.

• Big companies are monetizing this information as it enables them to 
efficiently profile users.

• Users have an “one-time” deal, “share data” or no-service.

• Many of the data that companies are collecting are not needed for 
the service provision.



How does it work? (User side)

• Users registered to a Privacy Service Provider (PSP) who provides 
them with a “vault” for their data

• Users then register to affiliated online service providers.

• The PSP provides an easy-to-use dashboard to manage all private 
data.

• The user can: 
• See which data each OSP requests, 
• Why they are requested,
• When they are processed,
• Who requests them
• Revoke/grant access



OSP side

• The Online Service Provider (OSP) is not always the bad guy, actually 
most OSPs are not, they just want to provide a service. 

• How do they prove that they “don’t do evil”?

• How can they get certification of their services?

• How they can deploy easily services?



OPERANDO PSP side

• OPERANDO provides the vault which is monitored by the PSP. All data 
coming, processed and leaving are continuously monitored and 
logged.

• To facilitate development all database transactions are made using a 
RESTful interface which allows developers to query the database 
using OData.

• Before executing any query, the role and permissions of each user are 
checked to determine whether he is authorized to perform the query. 
Then, the affected/returned rows are checked against the user 
preferences to determine whether user is allowed to perform this 
query in row level.



OPERANDO PSP side

• The PSP logs all transactions and shows you what is done with your 
data.

• The PSP monitors any transactions and enforces your privacy policies.

• The OSP cannot arbitrarily access your data.

• The OSP can handle user policies without writing any code.

• Opting in and out is seamless.



Basic concept of OPERANDO G2C 



The AMI use case











The B2C case



DeFault Settings
• Times New Roman Syndrome – The default font for everything

• The users’ assumption that Online Service Providers had given 
careful consideration on their default privacy settings

• Privacy Settings not easily accessible to novice users

Consumer privacy is exposed to multiple dangers

Keep in mind that using
a free online service means 

that most probably 
you are the product.User Profiling

• Targeted Ads  

• 3rd party trackers 

• Social media buttons

Unique identifiers to 
stalk users’ behavior



• Remember that FB app you used once 2 years ago? 
– It still has access to your social network data 

• Excessive permissions granted to mobile and browser apps

• Spam emails after registration on websites

• Exposed after data breach of the Service Provider  
– e.g. Ashley Madison hack

• Malware software lurking on the internet

Forgotten & Suspicious Apps

Email

Malware

Consumer privacy is exposed to multiple dangers



The complete guide to privacy
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Proin quis ultrices lorem, eu luctus mi. Praesent dapibus ligula ipsum, eget pretium felis semper quis. Nulla congue mauris eget felis ornare mattis. Cras sed augue sem. Etiam ac
risus vulputate tellus fringilla placerat a id mauris. Vestibulum elementum tellus a lorem viverra ullamcorper. Curabitur sagittis metus lorem, ut consectetur urna dignissim nec. Mauris non bibendum lorem. Vestibulum posuere velit
quis justo gravida gravida. Ut lacinia erat ut nisi volutpat sagittis. Interdum et malesuada fames ac ante ipsum primis in faucibus. Fusce et tristique nisi, ac luctus ex. Praesent sagittis quam et aliquet molestie. In sit amet massa viverra,
rhoncus massa eget, aliquam tellus. Nam tortor velit, hendrerit ac lectus a, molestie vestibulum arcu. Sed eget augue eget urna lacinia ullamcorper sit amet non dolor. Vivamus at massa a magna pulvinar dictum eu id nisi. Nullam
hendrerit id sem imperdiet varius. Quisque tortor felis, malesuada ut libero vel, hendrerit placerat enim. Nam lectus elit, pellentesque ac scelerisque sit amet, tincidunt in sem. Praesent fringilla magna a enim ullamcorper dignissim.
Nulla sollicitudin tellus mauris, ut egestas purus scelerisque et. Sed eu magna a nulla malesuada tincidunt eget sed leo. Vivamus convallis, urna aliquam accumsan vulputate, nisl neque viverra tortor, sit amet elementum est ipsum
aliquet lorem. Aenean iaculis nulla vulputate arcu posuere maximus. Praesent odio turpis, viverra at augue vestibulum, cursus eleifend libero. Proin lobortis imperdiet ex eget tempor. Proin tempus lobortis lacus, non tempor orci
cursus quis. Sed ullamcorper iaculis libero, id luctus arcu faucibus vitae. Suspendisse a sodales neque. Maecenas eget sagittis magna. Phasellus quam tellus, suscipit molestie tortor eget, porta mattis urna. Ut auctor et odio quis
vehicula. Lorem ipsum dolor sit amet, consectetur adipiscing elit. Suspendisse bibendum augue id neque porttitor, quis semper tellus gravida. Nam aliquam augue eget elit convallis rutrum. Vivamus pharetra purus id metus volutpat,
ac elementum magna posuere. Vestibulum ante ipsum primis in faucibus orci luctus et ultrices posuere cubilia Curae; Vestibulum condimentum dui necLorem ipsum dolor sit amet, consectetur adipiscing elit. Proin quis ultrices lorem,
eu luctus mi. Praesent dapibus ligula ipsum, eget pretium felis semper quis. Nulla congue mauris eget felis ornare mattis. Cras sed augue sem. Etiam ac risus vulputate tellus fringilla placerat a id mauris. Vestibulum elementum tellus a
lorem viverra ullamcorper. Curabitur sagittis metus lorem, ut consectetur urna dignissim nec. Mauris non bibendum lorem. Vestibulum posuere velit quis justo gravida gravida. Ut lacinia erat ut nisi volutpat sagittis. Interdum et
malesuada fames ac ante ipsum primis in faucibus. Fusce et tristique nisi, ac luctus ex. Praesent sagittis quam et aliquet molestie. In sit amet massa viverra, rhoncus massa eget, aliquam tellus. Nam tortor velit, hendrerit ac lectus a,
molestie vestibulum arcu. Sed eget augue eget urna lacinia ullamcorper sit amet non dolor. Vivamus at massa a magna pulvinar dictum eu id nisi. Nullam hendrerit id sem imperdiet varius. Quisque tortor felis, malesuada ut libero vel,
hendrerit placerat enim. Nam lectus elit, pellentesque ac scelerisque sit amet, tincidunt in sem. Praesent fringilla magna a enim ullamcorper dignissim. Nulla sollicitudin tellus mauris, ut egestas purus scelerisque et. Sed eu magna a
nulla malesuada tincidunt eget sed leo. Vivamus convallis, urna aliquam accumsan vulputate, nisl neque viverra tortor, sit amet elementum est ipsum aliquet lorem. Aenean iaculis nulla vulputate arcu posuere maximus. Praesent odio
turpis, viverra at augue vestibulum, cursus eleifend libero. Proin lobortis imperdiet ex eget tempor. Proin tempus lobortis lacus, non tempor orci cursus quis. Sed ullamcorper iaculis libero, id luctus arcu faucibus vitae. Suspendisse a
sodales neqe. Maecenas eget sagittis magna. Phasellus quam tellus, suscipit molestie tortor eget, porta mattis urna. Ut auctor et odio quis vehicula. Lorem ipsum dolor sit amet, consectetur adipiscing elit. Suspendisse bibendum
augue id neque porttitor, quis semper tellus gravida. Nam aliquam augue eget elit convallis rutrum. Vivamus pharetra purus id metus volutpat, ac elementum magna posuere. Vestibulum ante ipsum primis in faucibus orci luctus et
ultrices posuere cubilia Curae; Vestibulum condimentum dui necLorem ipsum dolor sit amet, consectetur adipiscing elit. Proin quis ultrices lorem, eu luctus mi. Praesent dapibus ligula ipsum, eget pretium felis semper quis. Nulla
congue mauris eget felis ornare mattis. Cras sed augue sem. Etiam ac risus vulputate tellus fringilla placerat a id mauris. Vestibulum elementum tellus a lorem viverra ullamcorper. Curabitur sagittis metus lorem, ut consectetur urna
dignissim nec. Mauris non bibendum lorem. Vestibulum posuere velit quis justo gravida gravida. Ut lacinia erat ut nisi volutpat sagittis. Interdum et malesuada fames ac ante ipsum primis in faucibus. Fusce et tristique nisi, ac luctus ex.
Praesent sagittis quam et aliquet molestie. In sit amet massa viverra, rhoncus massa eget, aliquam tellus. Nam tortor velit, hendrerit ac lectus a, molestie vestibulum arcu. Sed eget augue eget urna lacinia ullamcorper sit amet non
dolor. Vivamus at massa a magna pulvinar dictum eu id nisi. Nullam hendrerit id sem imperdiet varius. Quisque tortor felis, malesuada ut libero vel, hendrerit placerat enim. Nam lectus elit, pellentesque ac scelerisque sit amet,
tincidunt in sem. Praesent fringilla magna a enim ullamcorper dignissim. Nulla sollicitudin tellus mauris, ut egestas purus scelerisque et. Sed eu magna a nulla malesuada tincidunt eget sed leo. Vivamus convallis, urna aliquam
accumsan vulputate, nisl neque viverra tortor, sit amet elementum est ipsum aliquet lorem. Aenean iaculis nulla vulputate arcu posuere maximus. Praesent odio turpis, viverra at augue vestibulum, cursus eleifend libero. Proin lobortis
imperdiet ex eget tempor. Proin tempus lobortis lacus, non tempor orci cursus quis. Sed ullamcorper iaculis libero, id luctus arcu faucibus vitae. Suspendisse a sodales neque. Maecenas eget sagittis magna. Phasellus quam tellus,
suscipit molestie tortor eget, porta mattis urna. Ut auctor et odio quis vehicula. Lorem ipsum dolor sit amet, consectetur adipiscing elit. Suspendisse bibendum augue id neque porttitor, quis semper tellus gravida. Nam aliquam augue
eget elit convallis rutrum. Vivamus pharetra purus id metus volutpat, ac elementum magna posuere. Vestibulum ante ipsum primis in faucibus orci luctus et ultrices posuere cubilia Curae; Vestibulum condimentum dui necCras sed
augue sem. Etiam ac risus vulputate tellus fringilla placerat a id mauris. Vestibulum elementum tellus a lorem viverra ullamcorper. Curabitur sagittis metus lorem, ut consectetur urna dignissim nec. Mauris non bibendum lorem.
Vestibulum posuere velit quis justo gravida gravida. Ut lacinia erat ut nisi volutpat sagittis. Interdum et malesuada fames ac ante ipsum primis in faucibus. Fusce et tristique nisi, ac luctus ex. Praesent sagittis quam et aliquet molestie.
In sit amet massa viverra, rhoncus massa eget, aliquam tellus. Nam tortor velit, hendrerit ac lectus a, molestie vestibulum arcu. Sed eget augue eget urna lacinia ullamcorper sit amet non dolor. Vivamus at massa a magna pulvinar
dictum eu id nisi. Nullam hendrerit id sem imperdiet varius. Quisque tortor felis, malesuada ut libero vel, hendrerit placerat enim. Nam lectus elit, pellentesque ac scelerisque sit amet, tincidunt in sem. Praesent fringilla magna a enim
ullamcorper dignissim. Nulla sollicitudin tellus mauris, ut egestas purus scelerisque et. Sed eu magna a nulla malesuada tincidunt eget sed leo. Vivamus convallis, urna aliquam accumsan vulputate, nisl neque viverra tortor, sit amet
elementum est ipsum aliquet lorem. Aenean iaculis nulla vulputate arcu posuere maximus. Praesent odio turpis, viverra at augue vestibulum, cursus eleifend libero. Proin lobortis imperdiet ex eget tempor. Proin tempus lobortis lacus,



iOS & Android Apps

Hide their email identity
Ad blocking and 

anti-tracking capabilities

Control all of social 
network privacy 

settings

Do their own 
privacy-for-benefit 

deals

Control the browser’s
extensions permissions

Control apps
connected to their data

Chrome ExtensionPlusPrivacy empowers users to

from a unified Dashboard



The users have to make 
only one choice.

Clicking the Single click privacy button
will automatically change all the
privacy options in your social network
accounts to their most privacy-friendly
settings.



Takes place on the browser,
+P does not have access 

on users’ data.



Tweak your privacy 
settings from the 

dashboard



Ad Blocking

Anti-Tracking

Block Malware 
Domains



Inspect the Permissions 
of Extensions

Enable/Disable 
or 

Delete



Just a click away 
from getting rid 

of redundant 
or 

privacy-polluting 
apps 

Inspect Apps
connected to



Up to 20 alternative email identities

Remailed to your email address, and 
your reply will be mailed back to the 
original sender, without disclosing your 
real email address

+P does not keep any data



Privacy-for-Benefit

Allows users to get economic benefits in exchange for access 
to their private data (that today they provide for free!)



Easy to Use 
User Interface 

on Mobile Platforms 



Research



You are already using our results

• A big part of our research is focused on improving S&P of Android and 
fixes have been already pushed.

• Android OS:
• CVEs: 2017-0807 & 2016-6715

• Unauthorized access to user’s location and user files.

• Apps:
• Skype

• Reported vulnerabilities to 20 of the most widely used medical apps





Contact us

Project webpage: https://www.operando.eu/

+Privacy has a dedicated web page: https://plusprivacy.com/

We share all our code on Github: https://github.com/OPERANDOH2020/

Social:

https://www.operando.eu/

https://twitter.com/OperandoH2020

https://www.facebook.com/OperandoH2020/

https://www.operando.eu/
https://plusprivacy.com/
https://github.com/OPERANDOH2020/
https://www.operando.eu/
https://twitter.com/OperandoH2020
https://www.facebook.com/OperandoH2020/


Constantinos Patsakis, University of Piraeus

Email: kpatsak@unipi.gr
http://cs.unipi.gr/kpatsak/

Any Questions


