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Re@RED ReCRED's goal

* To promote the user’s personal mobile device to the role of a unified
authentication and authorization proxy towards the digital world

1. Password overload 2. ldentity Fragmentation
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Re@RED ReCRED’s Innovation

* It allows mobile devices that users habitually use A el
and carry to manage all access control needs authentication

* Itis aligned with current technological trends
and capabilities.

Device centric Single

. . i _ vice cent Single
* Integrates existing as well upcoming techniques o (550) basedt o
standards OpenlD Connect
of : Re@RED
— Authentication
— Identity management O
S
— Access Control stz‘:':;ee Anonymous
. . employing access
— Privacy protection trusted eecution usingdemix

— Trusted computing
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Re@RED New Digital Landscape

* Nowadays e-commerce now exceeds 1 trillion € per

annum
* Internet of Things becomes a reality
H & Kmigw
* Digital economy & digital life require for reliable and - '.I'\.‘TE?IN\EE”S
user-friendly authentication mechanisms 9 =K m
i l'==| i A‘.‘: a_—

Currently, user authentication relies on passwords, a

technology of the ‘60s

— 98% of the websites use password-based authentication
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Re@RE D Problem 1: What happens with Passwords ?

* Users have the tendency to choose weak & easy-to-remember passwords

* Therefore, passwords are easy-to-guess and highly insecure

Passwords are highly reused by users

The security requirements of critical services, such as e-banking, are not

satisfied by ordinary passwords, which can be easily stolen or bypassed
A —p— \e‘-—-—{' 1
BaNK T D
L A S secutiry |8
= ve'”’ﬂlL " Zz249436
M work 'HZ"”’W:_(?'”’WMM

Regarding passwords usability:

— 70% of users forget their password once in a month ! Al . /rv""“‘
— Users tend to try on average 2.4 passwords before they type the right one ! {«?,*,’j:’iii oo Byt
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Re@RE D Questions arise regarding authentication

* Can | login without using passwords, easily and securely

— Fast IDentity Online (FIDO)

— Device Centric authentication

— By using strong asymmetric cryptography, transparently to end users

)

O

— FIDO members = Google, Paypal, Microsoft, Visa, Samsung, Intel,

American Express, Bank of America, etc. lliance

5_2/2’ ! ' g/ Asymmetrlc Cryptography

—
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Re@RED FIDO UAF provide several advantages !!

It offers strong authentication based on public key cryptography

It simplifies both registration and authentication

There is no need for maintaining passwords

— Dealing with complex password rules

— Going through password recovery

It enhances users’ privacy since all identifying info is stored locally o~

®

But the UAF protocol relies on the assumption that I o

— the UAF authenticator & UAF client are trusted and cannot be tampered alliance

simpler stronger
authentication
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Re@RED Wait a minute... !1!

« My mobile device is the gateway to my digital life

o What If my mobile device is:

. Compromised @

« Stolen 8

o Broken %
. Lost
os J\

 Replaced ﬁ
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Re@RED Behavioral Authentication

* Within ReCRED, we have developed four different types of behavioral authentications:

— Key stroke ) e anod

— Browsing habits

P—— Testing

Testing

— Mobility

— Gait

GAIT AUTHENTICATION

* Latch for account locking
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Re@RED Problem 2: Identity Fragmentation — Online Accounts

* Today's Internet users are registered in too many online services

— Email (Gmail, Yahoo), social media (Facebook, Twitter, LinkedIn), e-banking,
corporate applications, cloud providers (dropbox, office 365).

— Each one use a different authentication method & authentication credentials

e Questions arise:

— Can | consolidate & manage securely all these identities & accounts, from a
single device

— Can | control my privacy & give my consent for using my personal data (GDPR)
— Can | link my online accounts e.g., facebook with google

— Can | link an online account with my physical identity e.g., e-bay to sell my
laptop
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Re@RED FIDO — Federated authentication - OpenlID Connect

* OpenlD Connect (federated authentication) delegates authentication Quora
>‘< The best answer to any question
— Online services authenticate their users by employing Google, Microsoft,
Twitter, LinkedIn accounts, etc. [Emai .
¥ Remember Me
* OAuth 2.0 (Open standard for Authorization) ’
Sign Up With Email. By signing up
— Issues and uses access tokens to be used for authorization
Client (App) Identity Provider
e User: less passwords to remember
. . . Requosts Tokens, Giaims
* Service providers: no need for password maintenance
Tokels:__uglsaims
[ J

ReCRED’s approach = Fido+(OpenlID Connect/OAuth2.0)+BAA

Accesses Authenticates,
Services Grants Access

End User

m-’

[liance

Lonnect
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Re@RED Identity consolidation & management

* Identity Consolidator is the central entity of ReCRED
— It is a identity provider (idp), that acts a trusted third party and provides users’ authentication
— Manages all access control needs of the users and supports federated authentication
—>Using my UNIPI account, gmail account, BAA, Vodafon subscription, etc.

— It issues and verifies cryptographic credentials (we will talk about this later on... )

(" Identity Consolidator (IDC) )

— Performs fail-over recovery (in case of lost or damaged devices) PT—r—
— It horizontally binds the online identities of a users -
EHH FIDO UAF Server
— Collects identity attributes from various IdPs upon user’s request
— Enable users to control the level of privacy on their personal data Mo —
S
— For data usage, users’ consent is required Tl gt

Identity Repository

—

(J

The General Data Protection Regulation

J
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Service Provider

Identity Consolidator ) .
Y ' Identlty Providers

Re@RED Device Centric Authentication - DCA
., p,,
ﬂ "”‘“ “’““- ‘\%@:f OpenID Connect
Asymmetng Cryptography
111} n FIDO e <
S
Q
§

A second factor authentication is
Behavioral Authentication Authorities

also required

Fail-over recovery

Mobile Network Operator
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Re@RE D Problem 3 : | want Anonymity

* But, OpenlID Connect does not provide any anonymity !!

* | want to have access to an online bookstore that has a
discount if | have the specific attributes or properties:

— | am over 22

— | am a student

y

— lam EU citizen B e AND WHOS BEEN TRAWLING
e THROUGH My PfM%ANDL ¥
, INFORMATiON 2

* | want to ensure my anonymity controlling my privacy

— 1 do not want to reveal any additional personal information
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RG@RE ) Privacy Preserving Attribute-Based Access Control (P-ABAC)

* Privacy preserving Attribute-based Access Control - Anonymous Credentials

— Authentication with pseudonyms
* Account-less access through verified identity attributes
— Age, Location, Affiliation, etc.
* Reveal to services only the minimum identity information that is needed

* Two implementations
~ Idemix by IBM idemix g%

— U-Prove by Microsoft pecudonymily foc e 1ransuciions

* Advanced cryptography

— Zero knowledge, & blind signatures m:
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Re@RED How P-ABAC works? (1)

User

Service Provider
]

—
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RG@RE D How P-ABAC works? (I1)

User

Service Provider
]

— T
- Y.

1. JohnDoe 1. Whatis your name?
2. 12345678 2. What is your password?
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Re@RE D How P-ABAC works? (ll)

User

Service Provider

— \
- .

John Doe What is your name?
12345678 What is your password?
6/7/1990 Are you over 22?

Are you a student?
Are you EU citizen?

john.doe@uniroma2.it
Id Nr: AB12345CD

oOuhkwnNnE
o swWNRE
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Re@RED How P-ABAC works? (V)

User . .
Service Provider
G

— T
- Y.

JohinBDoe— Whatisyourname—
2345579 W ot i vourpasswerdl—
1. 6/7/1990 1. Areyouover 22?
2. john.doe@uniroma?.it 2. Areyou astudent?
3. Id Nr: AB12345CD 3. Areyou EU citizen?
4, 4
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Re@RED How P-ABAC works? (V)

Service Provider

Identity Provider o
e -
. ]

User

sl

CERTIFIED

A ¥ A4
S

1. Areyouover 22?

2. Areyou astudent?
3. Areyou EU citizen?
4

1. 6/7/1990 1. Over 22
2. john.doe@uniroma2.it 2. Student @ Uniroma2
3. Id Nr: AB12345CD 3. EU passport
4 4
CERTIFIED

Ny
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Re@RED ReCRED’s Innovation

» Standardized and secure authentication using FIDO

— FIDO protocol implementation

Multifactor & easy to use password-less authentication

— Both biometrics and behavioral authentication

Security-by-design by employing the crypto functions and secure storage of TEE

— Implementation of secure world applications with C programming language

Identity Consolidator as a trusted registry which offers

— Identity federation & management, user consent, as well as reliable failure recovery

Privacy-by-design of online identities using anonymous credentials

— Ildemix and U-Prove implementation iolot
level
researchssebettermarket:
L) . . yste & E .f‘ ‘-\ K‘“\w‘{\:l‘!\
— Attribute-based Access Control policies o aproduct e

good’;,
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Re@RED Business Cases
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Re@RED Reference Architecture

Extracted Behavioral profiles, FIDO UAF, Federated login

{ p S )

. " ) Service Provider (SP) - N
Behavioral Authentication Federated login User Device (UD)
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A 4
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Re@R ED Google Trust API (Abacus)

* Multi-Modal Continuous Authentication System GO gle

e Captured attributes

— Typing patterns e e e e SIOII NI
— Browsing habits . ' [\*
— Location .

— Face recognition ] %

— Walking habits i o N

— Speech recognition A R

0 200 400 600 800

— Touch dynamics Time (ssc0nd)

* Calculates trust score according to captured attributes
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Re@ORED

ReCRED vs Google Trust API

* Behavioral profiles are stored on BAA

— Extra layer of security

* Behavioral attributes are captured either by

— the user’s device
— the BAA
 Account-wide lockdown

* Device-wide lockdown

Trust Score: 80
Google to Kill
Passwords
by 2017

PRIVACY HERE?
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Re@RED Paypal’s FIDO + OpenlD integration

e Users authentication with FIDO UAF

* Extended OpenlID Connect in order to

— Maintain an authentication token for persistent sign-in

— No need for re-authentication

* Purchases from multiple apps with one authentication
* Integrated with Lenovo, Samsung devices as of 2017

* No source code released, just a 4-page documentation
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Re@RED

Pilot 2: Student Pilot 3: Attribute-

authentication and

Pilot 1: Device-centric
campus WiFi and web

services access control offers online gateway
. Pilot 1 Pilot 2 Pilot 3
rofessor, o\ A
l Proof StUAENt
. I Discount E I II
Professor A
. Proof -»> % Trusted
ﬁ Government
Professor K @ . Studen Authority .
/ CUT WiFi (7 . oroof
area n . ree
Student UC3M WiFi .
Proof / area | I
Student! Discounted

Student

// proof Transaction 18+ Age Proof
. Student *
Proof * I
. 1o Access Age
Gateway
o X o
&
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based age verification

ReCRED’s pilots

Pilot 4: Financial
services — microloan
origination

Pilot 4
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Christos Xenakis http://ssl.ds.unipi.gr/

Systems Security Laboratory http://cgi.di.uoa.gr/~xenakis/

Department of Digital Systems email: xenakis@unipi.gr

Thank you

u https://www.youtube.com/channel/UCIVzn8b6g_vE3dxzV1sliOg

0 https://www.facebook.com/ReCREDH2020/

m https://www.linkedin.com/groups/8470632

n https://twitter.com/ReCRED _H2020
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